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METHODS

The guideline has been drafted by a working party of
the Blood Transfusion Task Force of the BCSH.
Information was gathered from several sources. These
include references known to the working party
members, supported by a search of MEDLINE and
the UK Departments of Health websites using the
terms blood transfusion and computers, information
technology, electronic crossmatch, bedside tracking,
bar codes, validation and information governance.
Unless otherwise stated, the recommendations
within this guideline are based on professional
experience and expert advice; therefore, the levels of
evidence for this document are mainly level IV
evidence, grade C recommendations (see Appendix 1).

1. PURPOSE AND SCOPE OF GUIDELINES

1.1. The publication of the BCSH (2000) ‘Guidelines
for blood bank computing’ marked a significant
step forward in defining best practice for this
area.

1.2. Blood transfusion practice is an evolving field,
and this revision updates previous work by
addressing issues related to developing practice
and also aims to highlight the importance of
auditing systems against best practice guidance
and acting to address non-conformances.

1.3. EU Directives 2002/98/EC and 2004/23/EC
have been accepted into UK Law as the Blood
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1.4.

1.5.

1.7.

1.8.

Safety and Quality Regulations 2005: Statutory
Instrument 2005/50, and place legal requirements
upon hospital blood transfusion laboratories
and transfusion centres.

These guidelines will help organizations to
implement this legislation that places statutory
obligations on transfusion centres and hospital
blood transfusion laboratories.

The Better Blood Transfusion documents (see
references) outline the clinical governance ar-
rangements for blood transfusion in the UK and
where relevant these have been addressed.

. With the rapid development of IT systems across

the NHS, and in particular the introduction of
national electronic patient record systems, these
guidelines highlight the specialist nature of
blood transfusion computing. This specialism
needs to be taken into account in the develop-
ment of integrated system design in order to
maintain and further enhance the safety of
transfusion medicine.

These guidelines provide comprehensive advice
for the safe management of IT systems in
hospital blood transfusion laboratories. They
cover not only the blood transfusion laboratory
operational procedures but also the underlying
IT infrastructure and its support. It is essential
that trusts recognize the importance of pro-
viding compliant IT systems to hospital blood
transfusion laboratories and ensure that the
management responsibility for achieving and
maintaining compliance with these guidelines is
clearly defined. Where appropriate, internal
service level agreements between I'T departments
and blood transfusion laboratories may be
helpful to clarify the arrangement.

This document gives an outline of minimum
functionality as well as developments required to
meet good practice, regulatory requirements and
other elements to support audit and the pro-
duction of management information.
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1.9.

1.10.

1.12.

The scope of this guideline has broadened to

include

® all blood components and products;

e tissues (bone, skin, tendons, etc.);

® stem cell transplants;

® interaction with automated systems for blood

grouping, antibody screening/identification

and compatibility testing;

bedside patient identification systems;

® gystems outside the laboratory used to order
tests remotely, control the release of blood
from blood fridges and control the adminis-
tration of blood and blood components/
products at the patient’s bedside.

Because of the rapidly changing I'T environment

in which systems operate, it is recommended that

hospital blood transfusion computing systems

be audited against §13—15 of these guidelines on

an annual basis to ensure ongoing compliance

and to identify an action plan to address areas of

non-compliance.

1.10.1. An audit tool has been provided to assist

with this process (Appendix 3).

. Modern blood transfusion practice demands

effective and appropriate computer software to
control blood transfusion activities. The benefits
are significant, including fast and accurate data
retrieval, maintenance of quality/safety controls
at critical points throughout processing of
requests and the production of management
information details.

Computerization of blood transfusion processes
improves availability of statistical information
necessary to support clinically effective practice.

2. TRANSFUSION INFORMATION
MANAGEMENT

2.1.

2.2.

In common with other pathology systems, data
processing in the hospital blood transfusion
laboratory is concerned with patient records and
laboratory activities. However, it is imperative
for the system to provide for the strict account-
ability of blood components/products, to
include safety prompts for standard procedures,
to inhibit the issue of incompatible or unsuitable
components/products and to alert the user to
special transfusion requirements.

Patient demographic details held in blood trans-
fusion computers fulfil a special role that cannot
be replaced by simple reference to PAS demo-
graphic data. The information held is a snapshot
of the patient demographics obtained at the

2.3.

2.4.

2.5.

2.6.

2.7.

2.8.

2.9.

point of request/sample collection, is unique to
the request/sampling event and is essential to the
safety of subsequent transfusions. It is therefore
essential that this information is held indepen-
dently of the PAS and is not automatically
updated by PAS or other system update trans-
actions, including pathology, administration or
clinical areas.

The evolution from data processing to infor-
mation production and the business/audit re-
quirement for statistical information have
necessitated systems being able to produce a wide
variety of management information as well as
maintaining records able to be interrogated for
medicolegal and other reasons.

The Blood Safety and Quality Regulations 2005:
Statutory Instrument 2005/50, require that all
records pertaining to blood and blood compo-
nents that are collected, tested, processed, stored,
released and/or distributed can be traced from
donor to recipient and vice versa for at least 30
years after clinical usage. Suppliers must support
data transfer from systems as they become
obsolete in order to satisfy this requirement.
Increasingly, hospital transfusion laboratories
take a role in handling tissue products such as
stem cells, bone, skin, tendons, cornea and heart
valves.

2.5.1. EU Directive 2004/23/EC places legal
responsibilities on departments undertak-
ing processing, testing, storage, preserva-
tion or distribution of human tissues and
cells. Therefore, departments will need to
ensure strict compliance with the Direc-
tive.

The controls required for release of tissues
and cells will be different from that of
blood components, and local policies will
need to be established.

Traceability from donor to patient and
vice versa is mandatory for 30 years from
the date of clinical use of the tissue.

To ensure maintenance of safe blood transfusion
practice all blood transfusion computer systems
should have the potential to be operational 24 h
a day (see §15).

There is a need to hold specific information
regarding additional local processing activities
carried out to standard issue blood components.
Adequate training of staff is essential. Blood
transfusion computer systems should only be
used by appropriately trained staff.

There must be a documented programme for
training staff which covers all standard operating

2.5.2.

2.5.3.
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2.10.

procedures in use and which fulfils the docu-
mented requirements of the laboratory.

2.9.1. All training records must be retained as

per current guidelines.

Access levels should be set to limit access to
functions such as editing and user-definable
parameters, to those with appropriate authority
and training.

3. INFORMATION GOVERNANCE

3.1.

3.2.

3.3.

The security and confidentiality of patient
identifiable computer records is covered by the
eight principles of the Data Protection Act 1998
and the Caldicott Principles.

The DoH has produced an NHS Code of
Practice (Department of Health, 2003), which
outlines the responsibilities of staff.

All NHS staff must comply with relevant
information governance regulations under the
terms and conditions of their employment.

4. EXTERNAL COMMUNICATIONS

4.1.

4.2.

4.3.

All electronic data interchange should conform

to the criteria detailed in the Guidelines for the

Blood Transfusion Services in the United Kingdom

(2004) or to other standards as approved by the

NHS Information Authority.

The system should be able to generate a request

for stock that can be transmitted to the Blood

Centre by electronic data transfer.

4.2.1. The request for stock should be in a form

electronically compatible with the Blood

Centre computer system, or manual

transcription to the Blood Centre com-

puter is to be used, as closely similar as
possible, to avoid errors in interpretation.

The request should have a unique refer-

ence number and should include date,

time and identity of person making the
order.

The system should be able to accept from the

Blood Centre electronic transfer of issue details

and test results using the Dispatch File format

specified in the Guidelines for the Blood Trans-
fusion Services in the United Kingdom.

4.3.1. Privacy-enhancing technologies should
be used where appropriate — this includes
techniques such as encryption and pass-
word protection. Pseudonyms and ano-
nymization should be used as necessary.

4.2.2.

© 2007 Blackwell Publishing Ltd, Transfusion Medicine, 17, 1-21
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All new developments should contain
these features.
The system should be able to support the
provision of information for the Blood Stocks
Management Scheme.

5. PERIPHERAL ENQUIRY

5.1.

5.2.

It is desirable that users in theatres or wards can

enquire via remote terminals for the availability

of allocated blood components for patients,
availability of suitable samples in the blood
transfusion laboratory and test results.

5.1.1. For correct blood availability to be
displayed, mechanisms for real-time
update of blood withdrawal must be in
place.

. Other information, such as if the patient
has atypical red cell antibodies or special
transfusion requirements, should be
included.

Clear and logical data display is essential for

non-specialist users.

6. INPUT TECHNIQUES

6.1.

6.2.

Methods of inputting data include the use of bar
codes, optical mark readers, electronic transfer
from other systems and manual entry.

6.1.1. Staff performing these tasks should be
trained to a level of competence commen-
surate with the importance of this task.

6.1.2. Wherever possible, electronic input devi-
ces should be used to reduce the risk of
human transcription errors.

Bar coding is carried out to ensure the accuracy
of transmitted information. To gain the maxi-
mum benefit from such coding, systems reading
and interpreting the bar codes need to ensure
that valid codes have been scanned. The
following minimum checks should be carried
out by the receiving application software:

6.2.1. Bar code identifiers (data identifiers in

ISBT 128, start/stop sequences in Coda-

bar) are those of the expected code;

Format (length and character types) of

the received data string matches the

defined format for the expected code;

Checksums are used to validate correct

data transmission (with ISBT 128 ensure

that the scanner is performing the internal

Code 128 checksum validation);

6.2.2.

6.2.3.
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6.2.4. Data values
ranges.

are within acceptable

7. PATIENT RECORD MANAGEMENT

7.1.

7.2.

Unique patient identifiers

7.1.1. The use of unique patient identifiers
(UPN) is essential for positive patient
identification prior to transfusion in
order to prevent transfusion of the wrong
blood to patients. All systems should
support the use of the NHS number (or
equivalent).

. Other numbering systems are available,
and it should be possible to incorporate
various forms and configurations of such
identifiers, including hospital unit num-
ber, accident and emergency numbers or
major incident numbers for those indi-
viduals involved in a major incident
(these may differ from the standard A/E
numbers).

7.1.2.1. A unique number for neonates, which

should be available immediately after
birth, must be utilized.

7.1.2.1.1. This should be the NHS patient

record identifier.

7.1.3. An alert is necessary at sample registra-
tion when a possible duplicate patient
record attached to a different unique
identifier is created, to enable record
linking or merging to be actioned if
considered appropriate after review (see
§7.3).

Data sets (see Appendix 4)

7.2.1. Further items of patient demographic
and other associated information are also
necessary in order to

7.2.1.1. Fully identify the patient concerned;

7.2.1.2. Ensure that all previous records relating

to a patient can be identified to allow
checking of current blood group with
historical records, ensure provision of
special requirements and support the
resolution of red cell antibody prob-
lems;

7.2.1.3. Enable prompt contact with appropri-

ate clinical staff if further samples are
required or any difficulty in providing
blood is envisaged;

7.2.1.4. Support the production of data for

retrospective audit and management
information.

7.3.

7.2.2. As a minimum requirement in terms of
fields supported, the system should
include items listed in Appendix 4.

7.2.2.1. Further information and advice are

provided in the BCSH (2004b) guide-
lines.

7.2.3. There is an increasing need to determine
the appropriateness of the use of blood
components/products. For this reason, it
should be possible to search for keywords
or coded comments in respect of the
indications for use of components/prod-
ucts.

Suggested appropriate indication codes

for transfusion have been prepared as

part of the Better Blood Transfusion
initiatives and are available in the SHOT

annual report covering years 2001-2002.

SNOMED-CT is the preferred standard

in the national Integrated Care Record

Strategy project, and appropriate codes

are being developed.

The ability to use free text should be part

of the system where codes do not apply.

Managing duplicate patient records

If duplicate patient records exist within a blood

transfusion database, there is serious risk of in-

correct or inappropriate actions from a lack of
recognition of previous results, including missing
the opportunity to recognize a current incorrect

ABO/D type, the presence of patient atypical red

cell antibodies or special transfusion requirements.

Therefore, active management of the database is

essential to avoid errors and omissions.

7.3.1. Systems will need to provide a facility for
handling duplicate patient records, either
by merging or record linking.

7.3.2. Appropriate password-controlled user
authorities must be in place.

7.3.2.1. Users should define who is authorized to

merge patient transfusion records to
ensure that staff who are unaware of
the risks of erroneous transfusion re-
cords do not perform these tasks.

7.3.3. Criteria for merging/linking should be

locally defined but must include matching

of ABO and D blood groups.

Merging should only be permitted if

relevant patient identifiers, which should

be defined by users, are identical.

7.3.4.1. Exceptionally, this may need to be

overridden when updated or amended
patient information becomes avail-
able.

7.2.4.

7.2.5.

7.2.6.

7.3.4.

© 2007 Blackwell Publishing Ltd, Transfusion Medicine, 17, 1-21



7.4.

7.5.

7.3.4.2. Change of name should be allowable,
but strict validation criteria must be
defined prior to merging/linking of
records.
7.3.4.2.1. These actions should be strictly con-
trolled to high-level system users.
7.3.5. Whatever mechanism is used, a compre-
hensive audit trail must be retained
holding the full patient details of both
records prior to the merge/link, the
date/time of the merge/link and the name
of the individual authorizing the merge/
link.
A system for searching the database for
potential duplicate records should be
available.
7.3.6.1. This may be activated manually or run
automatically at pre-determined time
periods.
7.3.6.2. Search criteria should be user definable.
7.3.6.2.1. These should include all mandatory
patient demographic data and date of
sample registration.
Use of a limited data set search should
be possible to allow for misspellings of
patient names or amended DOB en-
tries.
7.3.6.2.2.1. ‘Soundex’ or similar intelligent style
searches would be advantageous.
7.3.6.3. Merging/linking of patient records, as
defined above, should be able to be
performed directly from the search
result display programme.
Record association
7.4.1. For foetal or neonatal samples, the name,
DOB and hospital number of the mother
should also be given, on paper or on
electronic requests, in order to link their
transfusion records.
It should be possible to link or identify the
patient and partner records for antenatal
testing.
Record amendment
7.5.1. If patient details need to be amended as
new information becomes available, users
should define who is authorized to do this.
When the master patient demographic
details are amended, the original patient
data should be retained against that
specific sample.
Details of patient record amendments,
including user identification, should be
logged and retained as part of an audit
trail.

7.3.6.

7.3.6.2.2.

7.4.2.

7.5.2.

7.5.3.

© 2007 Blackwell Publishing Ltd, Transfusion Medicine, 17, 1-21
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8. ELECTRONIC REQUESTING FROM
WARD-BASED TERMINALS

8.1.

8.2.

8.3.

8.4.

8.5.

Electronic requesting is only suitable where a full
hospital-wide information system is available.
In all other situations manual requesting is
required, compliant with BCSH guidelines
(BCSH, 2004Db).
A benefit of such systems is the ability to pass an
electronic request across an interface into the
blood transfusion computing system. This has
two immediate benefits:
8.2.1. Elimination of transcription error.
8.2.2. Speed of entry of the request into the
blood transfusion system.
The patient information is retrieved from the
PAS and associated with a unique order number
identifying the request. Because this process can
occur in the absence of the clinical notes, it is
imperative that correct patient identification
occurs. The items of information that should
be transferred to the blood transfusion computer
system are given in Appendix 4.
Electronic requesting does not eliminate the
necessity for request information to be available
during phlebotomy to ensure correct patient
identification.
The request may be linked to an existing record
where the hospital unit number, surname, fore-
name and DOB of the two records are identical.
8.5.1. Where an identical record is not found,
the blood transfusion system should
search for closely matching records, and
alert the user to their existence.
Local policies must exist to define under
what conditions the linking of an imper-
fect match is permitted (see §7.3).

8.5.2.

9. LABORATORY SAMPLE HANDLING/
PROCESSING

9.1.

General

9.1.1. Samples need to be uniquely identified in
the laboratory by a bar coded sample
number which must be associated with
the patient record (BCSH, 2004b).

. All information generated from sample
processing must be stored against the
sample number.

. Blood transfusion laboratories must con-
form to requirements for ensuring conti-
nuity between test results and reagent
batch information; therefore, appropriate
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9.2.

systems should be designed and imple-
mented.

. It is recommended that EQA samples be
labelled as per routine patient samples,
including assigning laboratory numbers
with test results attached, for long-term
retention.

9.1.4.1. Internal quality control samples may

usefully be recorded in the same way.

Automation
The majority of automated and semi-automated
equipment in use in blood transfusion laborato-
ries have some degree of integral computer
control, and instruments are often interfaced
directly into the main laboratory computer
system. All such equipment should be validated
as defined in the ISBT (2003) document ‘Guide-
lines for validation and maintaining the validation
state of automated systems in blood banking’.
9.2.1. All sample identification, test result dis-
play, amendment, storage and subse-
quent electronic downloading should be
performed using the bar coded sample
number as the unique identifier.
Pre-transfer manipulation and interpre-
tation of data is often performed within
the automated equipment, dependent on
the equipment used, with subsequent
electronic transfer on the interpreted
result.

9.2.2.1. Interpreted results should be automat-

ically inserted into the appropriate
patient record.

9.2.2.2. The original reaction pattern must still

be retained according to current legis-
lation.

9.2.2.2.1. This may be either in the laboratory

computer system, in the automation
equipment database or in secure off-
line storage.

9.2.2.2.2. EQA sample results should be re-

tained as per patient test results.

9.2.3. Test result amendments, whether per-
formed using the primary equipment
software or main computer functions,
must be fully logged, including original
and amended results, date and time of
action and operator identification.

Strictly defined user criteria for allowable

test result amendments must be defined

and implemented, with appropriate acces-
sibility controls.

9.2.4.1. Patient red cell blood group test results

obtained from automated equipment

9.2.2.

9.2.4.

9.3.

should not be amended, but repeated or
investigated as per recommendations in
BCSH (2004b) guidelines.

9.2.5. Any test result amendment details must
be retained according to current legisla-
tion.

9.2.5.1. Reason for amendment should be

logged.

9.2.6. Date and time of result input, and source

of result, must be recorded and stored

attached to the patient sample record in
the laboratory computer system.

Electronically transferred results should

clearly indicate if any manual editing of

information has occurred prior to trans-
fer, and ideally should be stored with the
patient record.

The equipment and technique used to

perform each test must be recorded.

Users should be aware that such auto-

mated systems are not foolproof and be

alert for erroneous results.

9.2.9.1. Strict adherence to protocols is essen-

tial.

9.2.9.2. Regular quality checks should be per-

formed to ensure sensitivity of the
testing system and reagent stability by
the use of serological controls.
9.2.9.3. Electronic controls, such as liquid-
level sensors, are particularly impor-
tant to prevent false-negative results
where plasma has not been aspirated or
reagents have not been added (see
§11.5.6.3.1).

9.2.9.4. Only competent experienced users
should operate the equipment and
amend/validate results for electronic
download.

ABO and D grouping

9.3.1. The following information should be
stored:

9.3.1.1. The sample number;

9.3.1.2. The test results, including reaction

grades and interpretation;

9.3.1.3. Date and time test is performed;

9.3.1.4. Identity of person(s) entering/validat-

ing results;

9.3.1.5. Technique used for performance of test;

9.3.1.5.1. Including where automated or semi-

automated equipment is used (see
§9.2.8).

9.3.2. Manual entry may be by means of
reaction patterns, or interpreted blood
group, using keyboard or bar code menu.

9.2.7.

9.2.8.

9.2.9.

© 2007 Blackwell Publishing Ltd, Transfusion Medicine, 17, 1-21



9.4.

9.5.

Manual results should be verified by
a second blind entry, which wherever
possible should be carried out by a second
operator.

9.3.3. If there is any anomaly between current
ABO and D group results with those
stored in the system, these discrepancies
must be immediately flagged and investi-
gated following BCSH (2004b) guide-
lines.

9.3.4. There should be a facility for supervisory
editing and correction with appropriate
audit trail.

9.3.4.1. Trend analysis should be possible.

9.3.5. Where necessary, e.g. following stem cell
transplant, there should be a password-
controlled override option to allow the
entry of a different patient blood group
to the historical record. This should be
accompanied by appropriate warning
messages.

Antibody screening and identification

9.4.1. The methodology used should be stored
with the result.

9.4.2. There should be the facility to enter
multiple antibody specificities, and the
date of identification for each separate
antibody should be stored.

9.4.3. There should be a facility to allow for
comments, e.g.

9.4.3.1. Clinical significance of antibody;

9.4.3.2. Additional time required for selection

of appropriate blood for transfusion.

Direct antiglobulin test

9.5.1. When entering results of the DAT, the
type of sample tested, e.g. ethylenedi-
amine tetraacetic acid or clotted blood
sample, should be recorded.

9.5.1.1. There should be available space for

comments to be added.

9.5.2. Tt should be possible to enter results
obtained with monospecific AHG re-
agents.

9.6. Pregnancy-related testing

9.6.1. It should be possible to associate the
following with the patient record, includ-
ing:

9.6.1.1. Number of weeks’ gestation at the time

of testing;

9.6.1.2. Foetomaternal haemorrhage bleed

volume in millilitres;

9.6.1.3. Dose and batch number of anti-D

immunoglobulin issued (facility for
multiple entries).

© 2007 Blackwell Publishing Ltd, Transfusion Medicine, 17, 1-21
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9.6.2. A recall system linked to gestation would
be useful. If there is a system in operation
to recall antenatal patients, this should be
in accordance with BCSH (1996) guide-
lines and addendum (BCSH, 1999a).

9.6.2.1. A mechanism for the notification of

need for prophylactic antenatal admin-
istration of anti-D immunoglobulin
may be advantageous.

9.6.3. There should be facilities to record the
results of antibody titration and/or anti-
body quantitation.

9.6.4. There should be facilities to request and
enter results of partners’ phenotypes and
link records (see §7.4).

9.6.5. It should be possible to enter coded and
free-text comments against patients’ re-
sults.

9.7. Other miscellaneous tests

9.7.1. It should be possible to request and
record a wide variety of other tests as
required.

9.7.2. Where possible, all inputs should be
coded to enable easy retrospective anal-
ysis.

9.8. Investigation of transfusion reactions

9.8.1. Itshould be possible to store the results of
serological testing performed in the case
of a suspected transfusion reaction.

9.8.2. It would be advantageous to flag the
record of a patient or component/product
to indicate that they have been involved in
a transfusion incident that has been
reported within the hospital or to Medi-
cines and Healthcare products Regula-
tory Agency and/or SHOT.

9.9. Reporting issues

9.9.1. Report formats should guard against
possible misinterpretation, e.g. ‘antibody
screen negative’ reported next to ABO
group could be misread as ‘D negative’
through expectation that the D group
would follow the ABO group.

10. COMPONENT AND BATCH PRODUCT
STOCK MANAGEMENT

Stock management is an integral function of the
hospital blood transfusion IT system. It is imperative
that the system is able to store and recall details of
blood component transactions from receipt to even-
tual transfusion or disposal in order to satisfy the
statutory traceability requirements.
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Manufacturers of computer software should be
mindful of the current and potential future changes
in national and international legislation and flexibility
to adapt systems should be maintained.

10.1. Components

The term component is used in this document for

all red cell, platelet, FFP/cryoprecipitate and

white cell preparations produced by the UK

Blood Services and supplied to hospitals labelled

with unique donation numbers. Information on

the fate of all components must be held for

a minimum of 30 years (Blood Safety and Quality

Regulations 2005: Statutory Instrument 2005/50).

10.1.1. Bar codes and the text display of bar
coded information will comply with the
UKBTS/NIBSC standards for uniform
labelling of blood and blood compo-
nents (UKBTS, 1998).

10.1.2. The date and time of receipt of all
components into the receiving establish-
ment must be recorded.

10.1.3. Entry of stock into the system for all
components should be by means of
electronic transfer (see §4.3) or a bar
code reader. The following information
must be captured for each individual
unit:

10.1.3.1. Unique donation identifier;

10.1.3.2. ABO and D groups;

10.1.3.3. Component code;

10.1.3.4. Expiry date (and time where appropri-

ate).

10.1.4. Where check characters are included,
systems must use these to validate the
data inputs.

10.1.5. Allocated units received from external
sources must be entered into the local
computer system prior to transfusion.

10.1.5.1. The supplying organization should be

recorded.

10.1.6. In addition to the above, the system
should allow for component character-
istics to be retained against the compo-
nent, either as an integral part of the
component information or as coded
entries, e.g.

10.1.6.1. Additional typing;

10.1.6.2. CMYV antibody negative;

10.1.6.3. Irradiated;

10.1.6.4. Transfer from/to.

10.1.7. Other comments, either coded or free
text, should be able to be recorded and
retained.

10.1.7.1. Such comments may need to be
entered post-issue or after transfusion
of the component.
10.1.8. The system must be able to store and
recall the crossmatch and in-house
manipulation history of all units received
in the blood transfusion laboratory.
10.1.8.1. Dates and times of movements of
components in order to support tem-
perature-monitoring requirements.

10.1.8.2. Patient(s) to whom unit was previously
allocated.

10.1.8.3. Details of patient to whom unit was

transfused, date of transfusion and,
where direct links are in place, the time.
10.1.8.3.1. This should ideally be recorded as
a result of data capture at the point

of transfusion.

10.1.8.4. Stock recall or ‘reason for discard’ if

not transfused, e.g. damaged upon
receipt, outdated, inappropriate stor-
age and wastage, and, where possible,
coded comments/reason codes should
be used to permit audit.

10.1.8.5. All manipulations of components sub-

sequent to receipt must be recorded,
e.g. when frozen units are thawed with
subsequent reduction of component
expiry date/time.

10.1.8.5.1. On no account should extension of

expiration time/date be permitted.

10.1.9. Stock movements.

10.1.9.1. The system should be able to record

and store details of unit movements
including transfer between unreserved
and reserved stock, transfer to and
from satellite refrigerators, issues to
wards and departments and transfers
to other hospitals.

10.1.9.2. Units returned unused should be

booked in using a similar procedure
and the time out of the regulated blood
bank storage facilities should be
logged against that unit. If the time
out of storage exceeds that defined by
local policy, a warning should be
generated and action taken in line with
standard procedures.

10.1.10. The system should allow for a comment

on adverse reactions following trans-
fusion of a component (see §9.8).

10.2. Autologous red cell units

Blood collected for autologous purposes must
meet the selection, labelling, processing, quality
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10.3.

assurance and testing criteria as appropriate

(see Guidelines for the Blood Transfusion Serv-

ices in the United Kingdom and Blood Safety and

Quality Regulations 2005: Statutory Instrument

2005/50).

10.2.1. Itis necessary to ensure full traceability
and audit trails as for allogeneic units,
and therefore, all computer systems
must have complete handling function-
ality for autologous units.

10.2.2. It should be possible to identify autol-
ogous units as a distinct entity from
allogeneic units.

10.2.3. Autologous units should be treated as
per allogeneic units and issued through
the computer using identical proce-
dures.

10.2.4. Controls need be in place to prevent
allocation of autologous units other
than to the intended recipient and to
record wastage if not transfused.

Batch product management

The term batch product is used in this

document for those plasma derivatives that

are prepared using a large pool process or
recombinant technology, and usually supplied
with multiple units having the same batch
number and no individual unique identifier on
the units. These will include human albumin
solutions, immunoglobulin  preparations

(including anti-D and intravenous immuno-

globulin), pooled viral inactivated FFP and

individual factor concentrates.

10.3.1. Itis a requirement of the EU Directive
2001/83/EC that records are retained
allowing tracing of all products from
source to patient.

10.3.2. The system must allow entry on receipt
of multiple quantities from a single
batch.

10.3.3. Full details of products must be entered
and retained. These include:

10.3.3.1. Date and time of receipt;

10.3.3.2. Product name;

10.3.3.3. Supplier;

10.3.3.4. Batch number;

10.3.3.5. Expiry date;

10.3.3.6. Quantity of units received;

10.3.3.7. Batch comments, including volume

and amount of product/bottle (e.g.

IU mL~" or bottle), where appropri-

ate;

Location of stock;

Stock movements;

10.3.3.8.
10.3.3.9.
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10.3.3.10. Stock recall.

10.3.4. Issues for single or multiple units to
individual patients should be possible
and the details recorded and stored
must include:

10.3.4.1. Patient identifiers;

10.3.4.2. Date of administration or other fate;

10.3.4.3. Batch number;

10.3.4.4. Number of units;

10.3.4.5. Product name;

10.3.4.6. Expiry date;

10.3.4.7. Batch or issue comments.

11. COMPONENT/BATCH PRODUCT
ISSUES

11.1.

11.2.

Patient compatibility labels
11.1.1. All such labels when attached to com-
ponents or products should not cover
or obscure donation or manufacturer
information on the unit base labels.
Labels should comply with recommen-
dations in BCSH (2004b) guidelines.
Patient special requirements
11.2.1. Records of atypical antibodies and
special transfusion requirements must
be displayed at entry into unit alloca-
tion programme.
11.2.1.1. The system should ensure that these
details are always displayed clearly on
the current record and are not lost in
the patients’ historical records.
11.2.2. The system should have the facility to
flag individual patients’ records to
indicate that mandatory special trans-
fusion requirements apply, e.g. CMV
antibody-negative or irradiated cellular
components, and these should be
clearly displayed at allocation.
11.2.2.1. Mandatory requirements should be
automatically validated against the
component characteristics being is-
sued.
11.2.3. Other special needs may also be
required, e.g. platelets in platelet sus-
pension medium or washed red cells,
and these should be displayed and
authenticated at issue of component
or product to the patient.
Some patients have special transfusion
requirements due to age, clinical diag-
nosis or local preferences, and alert
mechanisms  requiring action or

11.1.2.

11.2.4.
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11.3.

acknowledgement should be available
during allocation. Examples are:
11.2.4.1. CMV antibody-negative cellular
components for infants <1 year of
age;
11.2.4.2. Viral inactivated FFP for specific
patients based on age or DOB;

11.2.4.3. D-negative cellular components for
women of childbearing potential who
are D negative;

11.2.4.4. Special requirements for blood com-

ponents during pregnancy;

11.2.4.5. Haemoglobin S-negative red cells for

sickle cell disease patients;

11.2.4.6. A warning of recent administration of

anti-D immunoglobulin.

Compatibility testing

All procedures must also conform to the

recommendations made in ‘Guidelines for

compatibility procedures in blood transfusion
laboratories’ (BCSH, 2004b), with particular
reference to appropriate timing between any
previous transfusion(s) and the current sample.
11.3.1. The system must not allow selection of
ABO-incompatible red cell units and
should demand authorization of D
mismatch. The issue of suitable, but
non-identical, ABO group red cells
should also demand authorization from
the user.
11.3.2. For components other than red cells, it
should be possible to define criteria for
each component locally with regard to
ABO and D group acceptability.
11.3.3. The system should allow a definable
reservation period for allocated units
and produce a return to stock list.
11.3.3.1. The reservation period should be user
definable where necessary, consider-
ing date of component requirement,
not just date of component issue.

11.3.3.2. The reservation period must not
extend beyond the expiry date of the
component or product.

11.3.4. The system should allow results to be
entered against each unit crossmatched.
Whatever the method of entry, the
following information should be
stored:

11.3.4.1. Date and time test performed;

11.3.4.2. Type of compatibility testing per-

formed, e.g. AHG crossmatch, rapid
spin technique or electronic selection/
issue;

11.4.

11.5.

11.3.4.3. Compatibility result;

11.3.4.4. Issue status (uncrossmatched, group
compatible, crossmatch compatible,
electronic issue, suitable for, incompat-
ible, etc.);

11.3.4.5. Reservation period where appropri-

ate;

11.3.4.6. Identity of person(s) entering/validat-

ing results.

11.3.5. After verification of results, a compati-
bility report and labels should be pro-
duced as required (BCSH, 2004b).

11.3.6. The crossmatch record should retain
information on both compatible and
incompatible units.

11.3.7. The facility should exist in exceptional
circumstances to allow the issue under
password control of ABO-compatible
but serologically incompatible units,
e.g. in cases of autoimmune haemolytic
anaemia.

Red cell units released for emergency issue

11.4.1. The system should allow for the issue of
‘emergency’ units, either O D-negative
or O D-positive, without a known
patient blood group.

11.4.2. Tt should be possible to issue group
compatible units, based on an emer-
gency blood group only, prior to entry
of antibody screen or compatibility
results.

11.4.3. Retrospective entry of further tests, e.g.
compatibility results, should be allowed
with recording of the timing of such
entries.

Electronic selection and issue of units without

serological testing between patient and donor

red cells

11.5.1. The use of electronic issue procedures
without serological testing will very
much depend on the level of automa-
tion in use within that laboratory. A
completely automated system for
ABO/D testing will ensure that there is
no manual step or clerical input into the
process from the entry of the sample for
testing into the laboratory system until
the final result is obtained and down-
loaded into the laboratory computer
record.

11.5.1.1. The lack of electronic result transfer,

especially for ABO/D blood group
results, inherently increases the risk
within the system.
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11.5.2. The absolute necessity for correct
determination of the ABO (and D)
group of the patient is paramount when
the check for errors afforded by the
serological crossmatch is no longer
present.

11.5.3. Robust procedures and strict adherence
to protocols is essential to ensure safe
working practices.

11.5.4. All electronic issue procedures should
be controlled by computer algorithms
to validate appropriateness of actions
(level III evidence, grade B recommen-
dation).

11.5.5. Extensive ‘on-site’ validation prior to
introduction of electronic issue, and
checking after computer maintenance
or updates, is essential (see §16).

11.5.5.1. Computer software should have been

validated to ensure complete compli-
ance with the requirements for ABO
and D group compatibility.

11.5.5.2. The system should be challenged with

a variety of clinical scenarios to
ensure compliance with the recom-
mended criteria.

11.5.6. The following criteria must be satisfied
before electronic selection and issue is
permitted:

11.5.6.1. Provided that sample handling

and identification are fully auto-
mated and results are transferred
electronically with no manual edit-
ing, the ABO/D group of the patient
may be determined by testing twice
using two aliquots from the same
sample;

11.5.6.2. If a manual step, including amend-

ment of results from automation, is
required at any stage in the pro-
cedure, it is recommended that either
two samples, collected on different
occasions, or a current sample with
a historical record, should have been
tested;

11.5.6.3. Antibody screening, in addition to

ABO and D typing, must be per-
formed on the sample that is currently
being used;

11.5.6.3.1. Electronic controls to prevent false-

negative antibody screen results in
automated systems must be used
(see §9.2.9.2.1);
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11.5.6.4. Blood group results on the current
sample(s) and any historical record
must be identical;

11.5.6.5. If manual entry of current blood

group result is necessary, the previous
blood group result must not be
displayed on the same screen;
11.5.6.6. For previously transfused patients,
the timing of the sample must comply
with BCSH (2004b) guidelines;
11.5.6.7. The patient’s serum/plasma does not
contain, and has not been known to
contain, clinically significant red cell
alloantibodies reactive at 37 °C;
11.5.6.7.1. Further guidance regarding the
potential significance of red cell
antibodies is provided in the BCSH
(2004b) guidelines;
11.5.6.8. Antibody screening procedures must
conform to the minimum recommen-
dations as detailed in BCSH (2004b)
guidelines;

11.5.6.9. Entry of unique donation number,

blood group, component code and
expiry date from the unit(s) must be
done using bar code reader or other
electronic means.

11.5.7. When the above criteria are not met
a serological test of compatibility
between patient and donor(s) must be
performed.

11.5.8. Electronic issue must not be used in the
event of computer downtime or when
interfacing to automated blood group-
ing systems is down.

11.5.8.1. The lack of electronic validation

procedures is a significant risk.

11.5.9. Results from ‘send away samples’,
including antenatal samples, if entered
manually into the system should not be
considered as the first group entry.

11.5.9.1. If these results are electronically

transferred onto the system by the
testing laboratory, and the same local
requirements for pre-transfusion test-
ing, labelling and identification of the
sample are guaranteed by the testing
laboratory, these results may be
acceptable as the first group entry
for electronic issue, following a risk
assessment.

11.5.10. A facility to flag individual patients as

being unsuitable for electronic issue
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must be available. Such examples may
include:

11.5.10.1. Permanent exclusion of patients

with significant red cell antibodies;

11.5.10.2. Limited period exclusion for 3

months post-transplant of solid
organs, including kidney (BCSH,
2004b).

11.5.11. Theuse of electronicissue for neonates
is not recommended (BCSH, 2004a)
when issuing group-specific red cells
because of possible maternal ABO
antibody transfer to the neonate.

11.5.11.1. Providing all other criteria for ma-

ternal/neonatal testing are met, the
use of electronic issue may be accept-
ableif the standard practice locally is
to transfuse specially selected group
O D-negative red cells to all neo-
nates.

11.5.12. The previous administration of
anti-D immunoglobulin to D-negative
females does not exclude the use of
electronic issue once the anti-D immu-
noglobulin is no longer detectable.

11.5.13. When circulating anti-D is still detect-
able after the administration of
anti-D immunoglobulin to D-negative
females an AHG crossmatch should
be performed unless:

11.5.13.1. Following a local risk assessment the

use of electronic issue is identified as
being acceptable providing:
11.5.13.1.1. The presence of all significant red
cell antibodies (other than the anti-
D) have been excluded by the use
of appropriate antibody identifi-
cation panels;
11.5.13.1.2. In the absence of recent trans-
fusions the sample had been ob-
tained in the previous 7 days
(BCSH, 2004b);

11.5.13.1.3. All other criteria are met.

11.5.14. The use of a different protocol for
group O patients is not recommended.

11.5.14.1. Inthe event of incorrect phlebotomy

or technical errors where this is not
the correct blood group for that
patient, it must be realized that the
transfusion of group O components
containing plasma to non-group O
patients may cause acute transfusion
reactions [SHOT (2003) annual
report for 2001-2002].

12. WARD PHLEBOTOMY/COMPONENT
AND PRODUCT COLLECTIONS/
TRANSFUSION EVENTS

Comprehensive audit trails for all blood component/
product storage, movement and fate are legal require-
ments (Blood Safety and Quality Regulations 2005:
Statutory Instrument 2005/50). Furthermore, BCSH
(1999b, 2004b) guidelines provide best practice
approach to laboratory and ward protocols for blood
component/product handling, documentation and
patient verification. Because of the strict requirements,
both for detailed documentation and validation of
patient identity at various stages of the process, the
increased utilization of computer technologies has
been recommended at phlebotomy, component col-
lection and pre-transfusion patient validation stages,
to reduce the possibility of manual error [SHOT
annual reports for 2001-2002 (2003) and 2002-2003
(2004)].

12.1. Bedside blood sample ‘tracking’

12.1.1. Bar coding systems can offer improved
security and safety in the identification
of samples and patients. Introduction
of such systems is encouraged, but they
must be designed and implemented in
such a way as to meet the specific safety
requirements of transfusion medicine.

12.1.2. It is recommended that computer-
generated addressograph labels should
not be used on samples for pre-
transfusion compatibility procedures
(BCSH, 2004b) except where associ-
ated with a bar code scanner which
scans a unique bar code from the
patient’s wristband and the labels are
printed and attached to the samples at
the patients bedside at the time of
phlebotomy.

12.1.2.1. Systems must be capable of rejecting

a request for labels to be printed after
a specified time between identifying
the patient and printing the labels.
12.1.2.1.1. This will minimize the chances of
labels being printed at the bedside
of a wrong patient.
12.2. Fridge tracking activities

12.2.1. When components/products are col-
lected for patient use or moved between
storage facilities or hospitals, a full
audit trail is mandatory.

12.2.2. Tt is preferable that a computer pro-
gram should be available to electroni-
cally track the blood and blood
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components. This is to provide a full
audit trail record for units leaving the
laboratory storage facilities. It is desir-
able that such an issue program should
be interfaced to the main blood trans-
fusion computer system to provide the
facility for issue control and correct
patient verification.

12.2.2.1. Tt is desirable that the fridge only

unlocks when the correct patient
verification has been confirmed.
12.2.2.1.1. An alarmed emergency override
feature is necessary for use in ex-
treme circumstances to obtain un-
matched red cells.
12.2.2.1.1.1. Such events should be logged and
retrospectively auditable.
12.2.2.2. The current location of all blood and
blood components should be dis-
played to both laboratory and ward
enquirers.

12.2.3. The details below should be recorded
and retained:

12.2.3.1. Identity of the individual undertak-

ing collection;

12.2.3.2. Hospital number or other appropri-

ate patient identifier;

12.2.3.3. Donation number(s) of unit(s) being

removed;

12.2.3.4. Component/product type(s);

12.2.3.5. Destination of unit(s);

12.2.3.6. With each issue the date and time

must be recorded.

12.2.4. These details are required for all trans-
fers between approved storage and
ward locations, or for movement
between hospital sites.

12.2.5. For any returned units the date and
time must be recorded and an alert
should be provided for those units
which have been ‘out of controlled
storage’ for longer than a pre-defined
period of time (see §10.1.9.2).

Bedside tracking functions

12.3.1. Electronic bedside tracking systems
may be used to provide comprehen-
sive bedside verification of patient
and component/product suitability,
full documentation of administration
events and recording of nursing
observations.

12.3.1.1. Details recorded should include:

12.3.1.1.1. Receipt of component/product into

clinical area;

12.3.
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12.3.1.1.2. Identification of caregiver;

12.3.1.1.3. Time of actions including:

12.3.1.1.3.1. Start of each unit;

12.3.1.1.3.2. Nursing observations;

12.3.1.1.3.3. End of transfusion;

12.3.1.1.3.4. Any adverse events;

12.3.1.2. Interfacing to the laboratory com-
puter system will allow bedside
control of transfusion processes and
provide real-time updates of usage
for effective stock management.

13. INFORMATION SECURITY

Blood transfusion IT systems and the more general
information systems they support (including manual
records) will need to comply with best practice
guidance on information security to ensure confiden-
tiality, integrity and availability of information. The
following sections address the key essential require-
ments, but departments should aim to achieve com-
pliance with BS 7799 Information Security Standard
(also see §3 — Information Governance).

Blood transfusion computer systems hold confiden-
tial personal information, and system design and use
should take into account the requirements of the
relevant legislation and best practice guidance. The
Department of Health (2003) publication Confidenti-
ality: NHS Code of Practice provides a comprehensive
summary of these requirements.

13.1. Access security
13.1.1. As a minimum, access security design
should:

13.1.1.1. Require password entry to gain initial
access to the system;

13.1.1.2. Require password entry immediately
before non-standard high-level activity;

13.1.1.3. Not display passwords on the screen
during entry;

13.1.1.4. Allow individual user access rights to
be tailored to specific tasks or task
groups;

13.1.1.5. Validate passwords to prevent use of
trivial or insecure passwords;

13.1.1.6. Enforce password expiry after a spec-
ified time span and should prevent re-
use of passwords;

13.1.1.7. Store passwords in an encrypted
form, separately from the main data-
base;

13.1.1.8. Disable or disconnect terminals that
have been inactive for a specified
period of time.
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13.1.2. Operational procedures should make full
use of the security features provided and
should not compromise access security.
In particular, procedures should ensure
that:
13.1.2.1. Each user has a unique password;
13.1.2.2. Passwords meet minimum security
standards (e.g. at least six characters
long, containing a combination of
numeric and alpha characters, no
common or user specific words, names
or dates);
13.1.2.3. Passwords are not written down or
released to any other individual,

13.1.2.4. Suspected security breaches are noti-
fied, documented and acted upon
quickly;

13.1.2.5. Staff are aware of their security

responsibilities.

13.1.3. There is one possible exception to these
requirements. Where critical access, such
as system administrator access, is limited
to one person, details of the account
name and password should be recorded
and stored in a sealed container in
a secure location for use in emergency
only.

13.2. Documentation

13.2.1. There must be a comprehensive, up-
to-date and controlled set of system
documentation that describes the phys-
ical and logical configuration of the
system. This documentation must be
sufficiently comprehensive to:

13.2.1.1. Provide a fallback in the event

of catastrophic system loss from
which a replacement system can be
configured;
13.2.1.2. Provide a historic record for audit
and litigation purposes so that the
configuration in place at a specified
time in the past can be reconstructed;

13.2.1.3. Assist in the transfer of information
when changes of personnel take
place.

13.2.2. The system documentation must be
maintained under version control
and should comprise the following
elements:

13.2.2.1. The physical and logical design

including details of hardware, soft-
ware (with version numbers), commu-
nication and networking protocols,
backup and recovery procedures;

13.2.2.2. Full system configuration details;
13.2.2.3. Site acceptance tests and validation

records;

13.2.2.4. Backup logs;
13.2.2.5. Record retention reviews (see §14);
13.2.2.6. Details of all changes to the sys-

tem with date and authorization
including hardware changes, soft-
ware upgrades and configuration
changes;

13.2.2.7. Reports of audit against statutory

requirements and best practice
guidance;

13.2.2.8. Adverse incident reports where inci-

dent or cause relates to IT systems.

13.3. Data backup and recovery

13.3.1.

13.3.2.

13.3.3.

13.3.4.

13.3.5.

13.3.6.

Data backup and recovery procedures
must be available to allow retrieval of
the system and database in the event of
serious loss or corruption. In the blood
transfusion laboratory environment,
with the continual movement of sam-
ples and blood packs, it would be very
difficult to securely reconstruct input
activity over any significant length of
time.

It is strongly recommended that sys-
tems are designed to incorporate disk
mirroring, or transaction journaling to
a separate storage unit, in order to
allow full recovery in the event of disk
failure.

If temporary manual procedures are
necessary then robust documented
manual systems should be in place,
with secure retrospective entry of
transactions.

System design should allow full testing
of backup and recovery procedures
without adversely affecting routine
operation.

Data backups should include site con-
figuration information in addition to
the user databases to allow full recovery
from the supplier’s default configura-
tion system.

Operational procedures for data
backup should address the following
requirements:

13.3.6.1. Backups must be performed on a reg-

ular basis, and documented;

13.3.6.2. Backup media must identify the

database, backup type (full or incre-
mental) and the date;
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13.3.6.3. Backup data should be removed from
the system and stored in a secure
manner in a separate fire zone;
13.3.6.4. As a minimum, backup media should
be retained long enough to recover
from either of the two most recent full
backups;
13.3.6.5. A backup log should be retained
recording date, time and operator
name for each backup event.
13.3.7. Testing of backup and recovery should
be undertaken at regular intervals and
documented

14. ELECTRONIC RECORD RETENTION

14.1.

14.2.

14.3.

14.4.

14.5.

Record retention requirements are detailed in
the Guidance from the Royal College of
Pathologists and the Institute of Biomedical
Science (2005). Where records are stored elec-
tronically, the retention strategy must ensure
that not only are records retained for the
relevant period, but that they can be accessed.
Blood Safety and Quality Regulations 2005:
Statutory Instrument 2005/50 require that the
information necessary to ensure traceability of
the path between donor and patient be retained
for at least 30 years.

There needs to be a regular review to ensure that
hardware, operating systems and database sys-
tems are still being supported. Sufficient docu-
mentation should be retained to ensure that the
system can be started and the database accessed.
Itis almost inevitable that systems will need to be
replaced at least once during the data retention
period. This may simply be to an upgraded
version of the database system or transfer to
a completely new system. The review will need to
ensure that existing data transfer media, such as
disks or tape drives, will not become obsolete
before such a transfer can be achieved and that
the necessary technical knowledge and skills are
shared across a sufficient number of people.
With the rapid development of computer sys-
tems, it is recommended that such a review
should be carried out at least once every 2 years.
A formal record of the review and outcome
should be retained as part of the system
documentation.

Loss of traceability information due to obsoles-
cence of hardware or software would be a breach
of the statutory requirements of the Blood Safety
and Quality Regulations 2005.
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15. SYSTEM AVAILABILITY

15.1. Systems will normally need to be available 24 h
aday, 7 days a week, but this may vary according
to local situations. In all cases, appropriate
fallback and support arrangements need to be in
place that can deliver the required availability.
15.1.1. Availability requirements must be re-

flected in network design to ensure ade-
quate network resilience and recovery
plans.

15.1.2. For multisite organizations the wide
area network configuration must ensure
the necessary degree of resilience and
recovery.

15.2. Procedural backup plans must be in place to
maintain continuity of critical transfusion pro-
vision.

15.3. The limitations of alternative manual systems
must be recognized.

15.4. The risks associated with system failure must be
addressed and an appropriate risk analysis
performed [see Internet references (a), (b), (c)
and (d) for examples].

15.5. A critical failure disaster recovery plan should be
in place.

15.6. The disaster recovery plan should be periodi-
cally tested and reviewed.

16. VALIDATION OF COMPUTER
SYSTEMS

16.1. All software must be appropriately validated
before use. The validation approach required
should be determined in accordance with the
guidance (GAMP 4) produced by the Interna-
tional Society of Pharmaceutical Engineering
(2001).

16.2. Validation of any system requires a structured
approach (see Appendix 5 for example) and
should include the following:

16.2.1. Suitability for intended purpose;

16.2.2. User requirement definition;

16.2.3. Test plans;

16.2.4. Validation of raw data;

16.2.5. Validation report;

16.2.6. Validation of use of check digit;

16.2.7. A functional risk assessment taking into
account:

16.2.7.1. The likelihood of the event;

16.2.7.2. Severity of potential consequences.

16.3. Test plans should be based on:

16.3.1. User requirement definition;
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16.4.

16.5.

16.3.2. ‘High-risk’ functions must be challenged
thoroughly;

16.3.3. Does not allow the issue of ABO-
incompatible units;

16.3.4. Doesnotallow theissue of expired blood
components/products;

16.3.5. Warning flags for special transfusion
requirements and local rules where
applied;

16.3.6. All areas of the user requirement should
be tested and demonstrate that all
functions needed are available;

16.3.7. Interfaces deliver as expected;

16.3.8. All logic rules are fully tested under all
situations.

Expected results and acceptance criteria should

be recorded and all results obtained should be

documented, as well as deviations from expected
results.

Validation failures

16.5.1. Document all failures;

16.5.2. Investigate to determine if failure was
because of the following:

16.5.2.1. Test case was properly written;

16.5.2.2. User error in executing the test;

16.5.2.3. System limitation.

17. SYSTEM CHANGES

17.1.

It is important that further validation of the

system is performed when the following occur:

17.1.1. When a system is changed (version
updates), there must be a completely
new validation, or if the changes are
small, a partial validation should be
performed;

17.1.2. Following preventative maintenance or
other engineer attention to hardware or
software, or after automation interfac-
ing to the system;

17.1.2.1. Even minor system changes may have

unexpected effects upon functionality,
and the user must be vigilant to ensure
correct functioning of all aspects of the
system;

17.1.3. If a new process is being undertaken,
such as electronic issue, additional val-
idation is required relating to the specific
functionality of the software;

17.1.4. Changes to user-defined settings may
need revalidation of all areas covered
by these changes.

18. DATA TRANSFER BETWEEN SYSTEMS

18.1.

18.2.

18.3.

18.4.

18.5.

18.6.

18.7.

18.8.

18.9.

18.10.

Data transfer between legacy and new systems
often requires the development of bespoke
software elements by the suppliers of both
systems.
The database structure of the legacy system will
need to be thoroughly reviewed to ensure all
data fields and linkages are accounted for and
that a positive decision is made and recorded
about which fields are and are not to be
migrated.
It is critical that the input and output
protocols are compatible. In particular, care
must be taken to completely and unambigu-
ously map the information between systems
giving particular attention to possible differ-
ences in definitions of terms used by different
suppliers.

Trial transfers of a subset of the database

should be performed and carefully checked to

ensure correct assignment of information in all
scenarios. It is important that this step covers
the full range of test outcomes and full patient

details and transactions (see Appendix 6).

Details of all records reviewed should be

retained.

Transfer software should be designed to

identify and report on any unexpected or

spurious data found on the legacy system.

Merging/linking of patient records should not

be performed while data transfer is being

undertaken, unless specifically approved by
the system suppliers.

Validation procedures must be performed to

allow the accuracy of the data transferred to be

verified.

18.8.1. The level of validation required will
depend on several factors and should be
determined through a risk assessment
process.

Where information is not being migrated from
the legacy system, consideration needs to be
given to the record-keeping requirements for
the non-migrated information and, if neces-
sary, steps put in place to ensure ongoing access
to this information is retained.

The operational processes to be followed at the

time of migration need to be carefully planned.

Questions that need to be considered include:

18.10.1. Will there be a period of parallel

running?

18.10.2. Will stock be migrated or logged in to

the new system?
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18.10.3. How will cover be provided during the
migration process?

18.10.4. What is the fallback strategy in the
event of migration failure?

18.11. Roles and responsibilities of suppliers, labora-
tory staff and I'T departments need to be clearly
defined.

18.12. Training requirements of the staff who will use
the new system need to be met prior to
migration. Even minor changes in presentation
(such as menu titles or order) can cause serious
disruption if not properly prepared for.

19. INFORMATION AUDIT TRAILS

19.1. Database navigation

19.1.1. To facilitate best practice in transfusion,
easy extraction of data is required to
enable audit, review of appropriateness
of blood component usage and partici-
pation in the Blood Stocks Management
Scheme.

19.1.2. Systems must provide sufficient indexing
to ensure that critical data paths can be
readily followed. Examples of such data
paths include:

19.1.2.1. From patient record to donation and

component details of all transfused
units;

19.1.2.2. From donation number to patient

name for all transfused components;
19.1.2.3. From patient record to batch number
of all products;

19.1.2.4. From product batch number to all

patients receiving the product.

The system should be capable of maintaining

a permanent audit trail of critical actions

associated both with patient records and blood

components/products.

19.2.1. Logs will need to be retained for 30
years.

19.2.2. Due to the size of such records, these
details may require eventual offline
storage.

All details, including initial entry and subsequent

amendments/changes and actions, should be

logged and recorded associated with a date/time
of action, and identification of the individual
performing the action.

19.3.1. Recording of any system warning over-
rides are desirable.

All records should be able to be reviewed and

retrospectively searched as necessary.

19.2.

19.3.

19.4.
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20. MANAGEMENT INFORMATION/
CLINICAL AUDIT DATA

Mention of the following data fields has already
been included in the relevant sections but is repeated
here as examples of the audits or database searches
that may be required as part of the operation of an
effective and efficient hospital transfusion department.
Where possible, the systems should be configured
to enable the production and analysis of this informa-
tion electronically, which is quicker, less prone to error
and more easily verifiable than manually extracted
data.

20.1. There is a demand for ad hoc management
information, and the system should be able
to support enquiry either by inbuilt query
support or by making the database avail-
able for external access. It is important that
such ad hoc enquiry has access to all data
items.
20.1.1. Where external query systems are used,
access security requirements detailed in
§13.1 must continue to be enforced.
20.1.2. Where sophisticated query systems are
not available, the blood transfusion
system must be able to provide a mini-
mum set of management information as
indicated below.
Component/batch product usage statistics
20.2.1. The system should be able to provide
flexible, user-defined, usage statistics
categorized by one or more of the
following:
20.2.1.1. Consultant;
20.2.1.2. Location, e.g. ward/clinical directorate/
hospital;
20.2.1.3. Byreason for request/clinical diagnosis;
20.2.1.4. Maximum surgical blood ordering
schedule (if used);
20.2.1.5. Status of units when issued (uncross-
matched, group compatible, cross-
match compatible, electronic issue,
suitable for, incompatible, etc.);
20.2.1.6. Destination of unit when issued;
20.2.1.7. Type of component/product used;
20.2.1.8. Fate of units, including stock recall,
20.2.1.9. Whether an adverse reaction to a
component/batch product has been
reported.
Stock information
20.3.1. The system should be able to assess at
any time details of both reserved and
unreserved stock held by type of unit,
group and special characteristics.

20.2.

20.3.
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20.3.2. This should include details of shelf-life of
all units (i.e. time to expiry) and be able
to give a list of units in order of
remaining shelf-life for any unit type
and ABO and D groups.

The system should be able to give details
of stock received, stock used and stock
discarded at monthly or other intervals
to support the input requirements of the
Blood Stocks Management Scheme or
equivalent.

20.3.3.

DISCLAIMER

While the advice and information in these guidelines is
believed to be true and accurate at the time of going to
press, neither the authors, the British Society for
Haematology, nor the publishers can accept any legal
responsibility or liability for any omissions or errors
that may be made.

Where this document refers to English DoH
publications, there may be alternative documents in
Northern Ireland, Scotland and Wales that need to be
considered. Where possible, these have been included
in the references.
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APPENDIX 1
Levels of evidence

The definitions of the types of evidence and the grading
recommendations used in this guideline originate from
the US Agency for Health Care Policy and Research
and are listed below.

Statements of evidence

Ia Evidence obtained from meta-analysis of ran-
domized controlled trials.

Ib Evidence obtained from at least one randomized
controlled trial.

IIa Evidence obtained from at least one well-designed
controlled study without randomization.

ITb Evidence obtained from at least one other type of
well-designed quasi-experimental study.

II1 Evidence obtained from well-designed non-expe-
rimental descriptive studies, such as comparative
studies, correlation studies and case studies.

IV Evidence obtained from expert committee reports
or opinions and/or clinical experiences of re-
spected authorities.

Grades of recommendations

A Requires at least one randomized controlled trial as
part of a body of literature of overall good quality
and consistency addressing the specific recommen-
dation (evidence levels Ia and Ib).

B Requires the availability of well-conducted clinical
studies but no randomized clinical trials on the topic
of recommendation (evidence levels I1a, ITb and III).

C Requires evidence obtained from expert committee
reports or opinions and/or clinical experiences of
respected authorities. Indicates an absence of
directly applicable clinical studies of good quality
(evidence level 1V)

APPENDIX 2
Glossary

A/E: Accident and Emergency Department

AHG: Anti-human globulin

BBTS: British Blood Transfusion Society

BCSH: British Committee for Standards in
Haematology

BTLP: Blood Transfusion Laboratory Practice

CMV: Cytomegalovirus

Codabar: An early bar code system that only allows the
bar coding of digits and a small number of other
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non-alphabetic characters. Widely used in blood
labelling but being replaced by the ISBT 128
standard

Code 128: A linear bar code system that encodes all
numeric, and upper- and lower-case alphabetic
characters, plus other symbols. Allows higher
density packing of data, particularly numeric data
allowing much more information to be stored in less
space than Codabar

DAT: Direct antiglobulin test

DOB: Date of birth

DoH: Department of Health

EC: Commission of the European Communities

EQA: External quality assessment

EU: European Union

FFP: Fresh frozen plasma

GAMP: Good Automated Manufacturing Practice

HDN: Haemolytic disease of the newborn

HSC: Health Service Circular

ISBT: International Society for Blood Transfusion

ISBT 128: International information standard for
transfusion and transplantation. Where ISBT 128
information is transmitted using linear bar codes,
the Code 128 bar code standard is used

IT: Information technology

UKNEQAS: UK National External Quality Assess-
ment Scheme

NHS: National Health Service

NIBSC: National Institute of Biological Standards
and Controls
PAS: Patient administration system

SHOT: Serious Hazards of Transfusion

SNOMED-CT: Systematized nomenclature of
medicine — clinical terms

UKBTS: UK Blood Transfusion Services

UPN: Unique patient number

APPENDIX 3
Audit checklist

1 Review procedure for allocation and control of
database administrator access rights. Ensure a list
of authorized persons is available and appropriate.

2 Confirm that the system requires Database Admin-
istrator passwords to be changed at regular intervals.

3 Review the system documentation set. Check the
last recorded update, and gain confirmation that
no further configuration changes have occurred
since this date.

4 Verify that hardware configurations and operating
system and application versions and configura-
tions are accurately reflected in the system docu-
mentation.
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Review backup logs to ensure regular documented
backups are occurring.

Examine storage conditions for backup media to
ensure that they are stored remotely from the live
database, are secure and are protected from fire
and flooding risks.

Check for last backup recovery exercise. Ensure the
exercise demonstrated full recovery and normal
operation of the recovered system.

Ensure that there is evidence of a record retention
review to ensure that all information required to

meet mandatory requirements is available, secure
and protected from obsolescence.

Confirm that system support contracts reflect
the availability requirements of the system
in terms of response windows and response
times.

10 Ensure that fallback procedures exist and have

11

been tested for continuity of service provision in
the event of system downtime.

Confirm that a disaster recovery plan is in place,
works and has been successfully tested.

APPENDIX 4. Minimum data set requirements

Criteria to be included

Minimum data

set supported by IT system

Minimum data
required for ward-based
electronic requesting

Minimum data
for manual requesting
of tests within laboratory

Surname

Forename

DOB

Sex

Hospital number

(or A/E or major incident number)
NHS number

Date/time request made

Unique request reference number
Consultant responsible

for this admission episode

Ward or clinic

Patient address

Request type

(e.g. group/screen, crossmatch)
Reason for request

Requesting doctor/contact
details or designated nurse

Type of component

Special transfusion requirements
Number of units required
Date/time component(s) required
Blood group

Previous transfusion (y/n)
Pregnancy history (antibodies, HDN)
Gestation at time

of sample collection

Known antibodies

High-risk indicator

Diagnosis

Electronic signature

with adequate security features
Urgency of request

Electronic crossmatch suitability
If merged/linked patient information
If major incident admission

If amendment of PID made

X

T TR B e R e e e I e IS

T XX A K KA

XK KK

XXX XK

X X
X X
X X
X X
X X
Optional Optional
X X
X X
X X
X X
Optional Optional
X X
X (Coded) X
X X
X X
With local logic rules X
X X
X X
Optional Optional
Optional Optional
Optional Optional
Optional Optional
Optional Optional
Optional Optional
X X

X
X X
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APPENDIX 5. Example of possible validation sheet

Reference software version Computer validation sheet Page 1 of |
Issue date Title: ABO and D Grouping Test date
SCIIPE WIIHEEN DY: oottt et et et e e Approved by: ..ot
Modules used: Request Entry/Result Entry/Validation/Printing

Acceptance testing PerfOrmMEd DY: ......c.oii ittt ettt ettt et bt e e tae e e bt e e tt e e et eeeteeeenbeeereaens

No. Description Expected results Comment Pass/Fail
1 Data entry Patient information recorded
Test requested Test profiles requested
3 Transfer of results from automated Results transmitted as +/—/?
equipment
4 Assigns ABO and D results Correct result assigned
5 Validation Searches for historical result validated vs.
historical/current data
6 Print All validated forms are printed
RESULT: PASS/FAIL
TESTER: SIGNATUIE: ooeeiiiiieeeiiiiee ettt et e e et te e e eetr e e e e snnreeeeennnee Date: ....ocovviiiiiniiiiiens
ACCEPTED BY: SIZNATUIE: .eeieiiieiiit ettt ettt et e et et e et e st e e eeeeeeeenee Date: ..ooooieiiiieee
APPENDIX 6 ® Patients with critical notes/special transfusion
requirements;
Trial transfer data checking ® Multitransfused patients;
® Patients with DAT and other miscellaneous test

Prior to data migration between systems, a trial
migration should be carried out and the migrated data
checked to ensure correct transfer and interpretation.
The following list provides some pointers to the scope
of checking required but is not exhaustive:

results;
® Patients with foetomaternal haemorrhage results
and anti-D issued:
® During pregnancy;
® Post-delivery;

® Patients of each ABO and D group; ® To ward, general practitioners, midwives, etc.;

® Patients with irregular antibodies; e Patients who have received a massive transfusion;

® Patients linked to every component/product that ® Multiple components/products in a single trans-
was held in the ‘old system’; fusion episode;

® Merged/linked patient records, especially with ® Where possible, patients with multiple events (as
component/product issues on each record; above) attached to a single sample or patient record.
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